Objectives
The goal of this Applied Research Project is to provide a learning experience for students to apply their knowledge to a specific context. The textbook readings, discussions, quizzes, and iLab is expected to equip the learners with knowledge required to attempt the project. The context for the project, to which the key networking concepts are applied, is a business service that the students choose by themselves. This business service will make use of a network infrastructure in order to meet specific business objectives and to serve certain clients. The project is designed to meet the following learning objectives. 

· Identify business and application layer requirements of a service that uses network infrastructure.

· Apply the key concepts of OSI layers to identify network requirements for the chosen business service.

· Propose network solutions based on identified network requirements.

· Document and present network requirements and solutions in a professional manner.

· Identify, document, and present security and management aspects of the proposed network.

· Learn to wisely manage time and resources to deliver the milestones on time with high quality.

· Learn to effectively interact with instructor and peers to solve specific problems and questions related to the project.

· Learn problem-solving skills and the ability to deal with large amount of information.

General Guidelines

This is an Applied Research Project in which students will learn to apply their knowledge to a particular context of their choice. The project is divided into milestones, and the objectives of the milestones roughly coincide with the topics covered in the respective weeks. The project provides a deliverable submission template for each milestone that students are required to fill up based on their research and analysis. Please check the project milestone sections below for more detailed guidance on completing items in each project milestone.

Here are some general guidelines for students.

· Please read through this Course Project page entirely during Week 1 to get a feel for the project and to understand the requirements.

· You are given one submission template for the entire project. During each week or milestone, you will complete the required pages of the templates. Please submit the entire template during each week so that the instructor can refer back to the previous submissions if needed.

· The project will require you to put aside some time each week on a regular basis. The project deliverable of a week is dependent on the previous week's work. Therefore, it is important to be on schedule. Like any project out there in the real world, you will have to manage your time and resources to submit a high-quality deliverable on time.

· The project narrative and guidelines may seem extensive and that is because of the detailed guidance provided to help you think through the process. This project is an attempt to make you think in a disciplined and structured manner to analyze networks.

· Week 1 of the project is when you decide what kind of business service you want to work on for the rest of the weeks. The Milestone 0 section in this Course Project page will help you find the business service for your project by walking you through a structured thinking process.

· Please begin the project in Week 1 itself, although the proposal is not due until Week 2. Choosing a business context for your project may be time consuming. Starting early will give you time to submit your draft and obtain feedback from your instructor.

· Interaction with peers and your instructor will be very valuable. Please make use of the class meeting time, either through iConnect or in a face-face class, to discuss the project. Because each of you will have a different business scenario for the project, you may share each others' opinions and approaches during the class meetings or in the discussion board.

· You will have graded project deliverables for Weeks 2, 3, 4, 5, and 7.

· Please take a look at the grading rubric for each week's deliverable.

· It will be helpful for the instructor if you use clear, direct language in your narrative. Use bullet points, figures, and tables whenever possible. Learn to organize your information clearly. Use extra pages if needed to depict diagrams, tables, or figures as needed. Don't forget to cite your sources of information. Learning to write clearly and to present your information in a manner that makes it easy for the reader are very valuable skills.

 

Project Milestone 0—Proposal Draft

I. Proposal Guidance—Brainstorming
As we look around, we can see numerous examples of business services that have used networked applications in order to meet various business objectives. For example, the Internet and broadband networks have made it possible to sell and source products for the retail industry. We see information technology has made it possible to offer online education and online banking. We also see how access to high-speed wireless networks has made it possible to offer free Wi-Fi and access to the Internet in municipalities, parks, restaurants, and buses. Cloud services have made it possible to run platform, infrastructure, and software as a service. Mobile devices and networks have made it possible to reach customers anytime and anywhere.

Some of the common business objectives are

1. to provide valued added information and services to customers and employees (i.e., online flight and train reservations, online locating and sourcing of materials, online news or magazine subscription, tracking courier shipments, wireless hotspots in public places, etc.).

2. to reduce the cost of operation (i.e., online education, use of Cloud infrastructure services, video conferencing, online kiosks, online music downloads, etc.).

3. to build customer relation (i.e., 24/7 online customer service, online catalog and coupon services, online recommended systems, etc.).

For your Course Project that will span all seven weeks of this course, please pick a business or industry of your choice, such as healthcare, transportation, manufacturing, education, retail, and so forth. Think about some of the key information technology drivers that have a deep impact on the industry or business area of your choice. Some of these drivers might be use of mobile devices, videoconferencing and VoIP, use of online medium to conduct business, cloud services, and so forth. What are some of the networked (or online) applications that interest you in your chosen area of business? You may even create your own network application service for any business of your choice.

How does this networked application that you chose help you solve one or more business objectives (refer to bullet points 1, 2, and 3 above)? For instance, you may choose to incorporate online shopping to a retail business, or you may plan to equip video conferencing applications on all desktops in your medium size business that spans several locations in a region. You may be a coffee shop that plans to offer free Wi-Fi and paid music download kiosks, or you may be an owner of a of couple slot machines who wants to keep track of sales in real time.

Please make sure that you pick an application that makes use of a LAN and a WAN (or Internet). Also, make sure that you know what kind of business problem will be solved by the use of this networked application. 

II. Proposal Guidance—Clarifying your project proposal
In order to clarify the nature of the networked application, ask yourself the following questions, whose answers will be included in your project proposal.

1. Who are the clients or customers who will benefit from your proposed networked application service?

2. What business objective does the proposed service meet for the company or business that plans to offer such a service to its clients or customers? Please use bullet points to organize multiple objectives.

3. What will be the application architecture for the networked application under consideration? Refer to Section 2.2 in the textbook. Please try to use figures to explain the architecture.

4. What kind of information will the client obtain through your networked application? Will you provide them with text, video, and voice information? If possible, provide a snapshot or picture of similar applications.

5. What will be the application layers used: e-mail, HTTP, VoIP, instant messaging, video conferencing? If your application used multiple application layer protocols, please mention what kinds of data (voice, video, text) will each protocol carry?

6. What will be some of the performance requirements of your application: latency, availability, security, cost effectiveness, accessibility? How will you prioritize your requirements?

7. What will be some of the basic initial requirements that you can identify at this point in order to provide the application to your clients? Is cost effectiveness your priority, or do you worry more about the quality or your application? What is some of the infrastructure you will need? Do you have the staff to manage your infrastructure, or do you plan to outsource management to an external service provider? Please organize the requirements using bullet points.

III. Proposal Guidance—Format and submit your proposal draft
Using all the above information, generate a proposal describing the proposed network application service. Your writing should be persuasive and clear enough to explain the rationale and scope of the project. Please cite any external sources of information you might have used in your proposal.

· Please submit your proposal draft in Week 1 Dropbox.

· Please use the proposal submission template for the Proposal/Milestone 0, and save it as a Word document file called MIS589_Lastname_Firstname_Project.docx.

· If your proposal draft is approved, please make any required adjustments, and submit the final proposal in the Week 2 Dropbox.

Project Milestone 1: Proposal

Grading Rubric: Milestone 1—Proposal (60 points)
1. Description of the service summary (200 words max) (5 points)

2. Intended clients or customers (10 points)

3. Business objective statement (10 points)

4. Application architecture description (10 points)

5. Information provided to the clients (10 points)

6. Basic network requirements (10 points)

conclusion

Quality work, editing, and clear language (5 points)

Project Milestone 2: Network Requirements 1

Submission: Network Requirements1 due by end of Week 3 

You may begin to work on Sections 2 (physical layer) and 3 (data link layer) of the Network Design 1 template in Week 2 itself, but they are not due until the end of Week 3.

· Please use the Network Requirements 1/Milestone 2 page of the project submission template and save it as a word document file called: MIS589_Lastname_Firstname_Project.docx.

· Milestone 2/Network Requirements 1 is due by end of Week 3.

· Please submit the entire project document (including all milestones completed so far) in the Dropbox for Week 3.

I. Network Requirements 1 Guidance 

2. Physical Layer Requirements

You need to identify at least one physical medium for any LAN and one physical medium for any WAN in your proposed network. Please refer to Section 3.3 of the textbook for a comparative analysis of different physical media types. Please use Section 2.a of the Network Requirements 1 template to identify the geographical extent of the network and transmissions speed required (LAN or WAN). You only need to identify distances, such as office, campus or wide area distances. As for speeds, please do research on the bits per second transmission speeds for different media types and use an approximate range.

In Section 2.a, explain how you compared various media types and how did you decide on your choice of media type. In Section 2.b, you need to briefly compare the cost of various physical media types for your network, and explain which one you would choose for your network. Please keep in mind the bushiness and performance objectives of your service you described in your proposal, and make sure your choice of physical media is consistent with your objectives. In Section 2, please summarize your choice for physical media in fewer than 100 words.

3. Data Link Layer Considerations 

In Section 3, you will explain the role of the data link layer in your proposed network in not exceeding 150 words. More specifically, you will explain two main factors that are commonly considered.

1) The need for medium access control: Will there be contention for physical media in your network, and if so, give examples of where it is possible in your network.

2) Will you require error control in your data link layer? How error prone is your medium? What are some of the links in your network that will require a good error control mechanism?

4. Network Design
Network design is a cyclical process in which you iterate and detail the specifications of your network requirements several times. Please revisit your proposal document and use the preliminary requirements to identify the network architecture components as given Figure 6-1 of the textbook. In Section 4 of the template, you will identify the key network architecture components.

Identify the LAN or access network within your proposed network. Identify the key components in the LAN. Is your LAN all within one location, or is it spread out in multiple locations? Do you have a campus with multiple LANs? Do you have a data center LAN or an e-commerce LAN in your network? Do the clients need to be within a  LAN to access your applications? After you identify all possible LANs, list the characteristics of all the LANs you have in your network. You may not have all the LANs listed in Figure 6-1, and you may even consider LANs in the client locations (not listed in the figure). Identify the topology and components that are possible in your LAN.

Identify the enterprise edge components in your network. Do you have to connect multiple campus locations, and if that's the case, you may subscribe to a WAN service. WAN is optional depending on your proposed network needs. In most cases, your network may have access to Internet from a service provider. Your network should have at least one enterprise edge component depicted in Figure 6-1. Once you identify your network edge, write about the characteristics and components (devices and services) required at the network edge. At this point, you only need to do a preliminary analysis of the network edge. We will cover the details in the upcoming weeks.

If your network involves a campus backbone, identify the characteristics and requirements of the backbone network.

Attach a diagram with the submission template if possible.

5. Network Layer
In Section 5 of the template, explain the role of routers in your proposed network. Depending on your service, you may require a router to connect different subnets (LANs, backbones, and edge networks) within your network. Identify some of the likely subnets. Also, explain why you need an IP address in your network. Explain the role of DNS in your network. If your service requires some sort of Internet connectivity, you may use a gateway router. Explain briefly how a gateway router works.

II. Grading Rubric: Milestone 2—Network Requirements 1 (60 points)

1. Summary of physical media and network design for the proposed service (200 words max) (5 points)

2. Physical media selection: 2.a physical media consideration: types of network and transmission distances (5 points); 2.b physical media consideration: cost (5 points)

3. Medium access (10 points)

4. Network design (20 points) 

5. Network layer (10 points)

Conclusion

Quality work, editing, and clear language (5 points)

Project Milestone 3: Network Requirements 2

I. Network Requirements 2 Guidance

1. LAN Design Summary

In Milestone 2/Network Requirements 1, you identified the network architecture components for your network. You identified all the LANs, backbone, WAN and Internet connectivity requirements for your network. This week, you will lay out the design plan for the LAN and backbone network. In Section A of the project template, you will summarize the main points in the design of your LAN, based on the contents of Section 1.a, 1.b, 1.c, and 1.d.

1.a Wired or Wireless LAN functions

Please explain why you need a LAN or several LANs in your network? If your business service is accessed by clients in their respective LANs/WiFi, then you need to explain what kind of data they will access via the LANs. You also need to briefly identify all sources of voice, video, and data that will pass along this LAN. Identify which of the LANs are likely to be wireless and the ones that you want to keep wired. Explain how your choice or wired and wireless will meet the functional needs.

1.b Wired and Wireless LAN Link and Device Requirements

For each instance of wired and wireless LANs, identify what kinds of links you will use. What kind of cabling and approximate speed do you require for the wired LANs. What will be the approximate speed for wireless LANs? List the devices you will use in your LAN. What is the role of Ethernet protocol in your network?

1.c Wired and Wireless LAN Bandwidth and Performance Requirements

Explain how your LAN/LANs perform with respect to tolerable delay, network load at various times, and cost. For example, applications that contain multimedia will require a higher bandwidth LAN to provide faster loading times for people accessing data. Your bandwidth and performance requirements should be consistent with the LAN functions identified in Section 1.a. Also, explain the load on your network during various times. Are there times when the network is likely to be busier? If so, what could be some of the choke points in your network, and how do you plan to manage these? You may provide very high bandwidth links and several redundant servers to manage load and performance, but remember all this will make it an expensive network. Do you think your business service really requires an expensive network? Feel free to make assumptions in order to justify your expense tolerance for the network.

﻿2. Backbone Network (if applicable)
Please use this section to list any backbone network that you might have used to connect various LANs in your network. Did you use a switched or a routed backbone to connected various LANs in your network? Did you use a VLAN in your network? Explain your choice of backbone network architecture.

﻿
II. Grading Rubric: Milestone 3—Network Requirements 2 (60 points) 

Grading: 50 points equally divided among Sections 1, 1.a, 1.b, 1.c, and 2 (if applicable)

Summary of LAN and backbone network for the proposed network (max 200 words) (5 points)

1. LAN design summary

1.a Wired and wireless LAN functions

1.b Wired and wireless LAN link and device requirements

1.c Wired and wireless LAN and bandwidth and performance requirements

2 Backbone networks (as required by the design)

Conclusion

Quality work, editing, and clear language (5 points)

Project Milestone 4—Network Requirements 3

I. Network Requirements 3 Guidance

1. Role of WAN

Explain why you need WAN connectivity for your network. Is it because you need to connect geographically dispersed branches and clients? Do you need WAN connectivity to an Internet service provider? If your clients are geographically separated, would they need WAN connectivity to access your service? What kind of traffic do you expect to pass through each of these WAN links? What are some of the WAN options that are possible for your network? Explain what will be your choice for WAN services? Find out examples of some of the WAN service providers who can provide the required WAN service for your network.

2.Role of the Internet

Explain the role of Internet in your network? If you choose to use private WAN service instead of the public Internet for your service, explain about your decision to do so. Explain the pros and cons of using Internet to send and receive business and client data.

II. Grading Rubric: Milestone 4—Network Requirements 3 (60 points)

Summary of WAN and Internet requirements for the proposed network (max 200 words) (5 points)

1. Role of WAN: 2.a: Need for WAN connectivity (10 points); 2.b: traffic through the WAN (5 points); 2.c: possible WAN options (5 points); 2.d: explain your choice for WAN service (10 points)

2. Role of the Internet: 3.a: role of Internet in your network (10 points); 3.b pro and cons of using Internet in business (10 points)

Quality work, editing, and clear language (5 points)

Project Milestone 5—Network Security and Management Activities

· Milestone 5/Network Security and Management activities is due by end of Week 5. 

· You may begin to work on the identifying threats table and the threat scenario and control table by Week 6 itself.

· Please submit the entire project document (including all milestones) in the Dropbox for Week 7.

I. Network Security and Management Activities

1. Identifying Threats

Create a sample inventory of five main information assets in the company. Please follow the example in Figure 11-4 in the textbook. Complete the inventory of assets table provided in the Project Milestone 5/Network Security and Management page of the project template. 

2. Threat Scenario and Control

For any one of the assets identified in inventory of assets table, identify possible threats and create a threat scenario and control table provided in the Project Milestone 5/Network Security and Management page of the project template. Please refer to the examples provided in Figures 11-6 and 11-7 in the textbook to guide you in completing the table.

3. Network Manager Job Posting

Create a job advertisement for a network manager for your proposed network. Please use the required skill set as needed from the sample network manager job requirements in Chapter 12 management focus insert 12.8 of the textbook. Please check out various job postings for network manager from the Internet, and modify that posting to suit your hypothetical company’s need. You need to give a very brief introduction (less than 200 words) of your company before posting the job requirements. Please mention any additional perks and benefits that may attract future employees at the very end of the job posting. You need to give a contact e-mail address or provide a link to apply.

4. Project Experience
Please use this section to recount your project experience by answering the questions given in the template.

II. Grading Rubric: Milestone 5—Network Security and Management Activities (60 points)

1. Identifying threats—You need five different information assets and a completed table. (15 points)

2. Threat scenario and control—Complete tables identifying possible threats for the assets. (20 points)

3. Network manager job posting (10 points)

4. Project experience (10 points)

Quality work, editing, and clear language (5 points)

